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Security 29% 48% 77%
Managing cloud spend 76%
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Governance/control 25% 46% 711%
Compliance 21% 47% 68%
Managing multiple clouds 22% 41%

Performance [ERERG 41% m Significant challenge
Building a private cloud 20% 33% ® Somewnhat of a challenge

Source: RightScale 2018 State of the Cloud Report
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For many CIOs ( ercent), cost reduction is —
| Yo . 2 Z2MA7) gicHH
a primary motivation for cloud adoption. In one-

on-one interviews, though, many CIOs cautioned
that without 1ate : pr s t " o) =aLo
1at withou approprczlla e] gozemanzj- plocesies 0 MAES MAF 22H2LE HHUEHA
oversee enterprisewide cloud spending, total cost
. o T2 MNAVF QICHH 2L E
could actually increase. This is a real concern; ac- ZEMAZE LS SERE
cording to our survey, only about one-fifth of CIOs = O|=I O‘” [[f% Total Cost’/ I‘ Al X‘” EE
say their organizations have structured processes 2-5' l'.I_:I %7'-':2- 2 9;! = 7-I "
for measuring the impact of technology investments.

Deloitte 2018, Global CIO Survey £ 1A dh

ZX: Deloitte 2018 Global CIO Survey
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Automated Cloud Governance X|A|7} &t

Automated Cloud Governance Service

Policy Management Automation
(E2tRE HIE A 2ot YA 7)) (HM Xts ZLHY / AP =X ZHs HE)
Built-in Custom i .
) ) Compliance Monitoring Action
Policy Policy

Role Based Access Control (#Hgh £t2])

Cloud Management (Asset, Cost, Budget)
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Categor Paolicy Categor Product Paoli \
gory cy Lategory i N\ Condition Conjuction
Identify Reserved Instance . When an instance has been running On-Demand more !
Cost H Purchases EC2 Potential Rl buy than 500 hours this month. f
Potential EC2 Rl Reallocation savings exceed $100.00 ’
Elieli g — L for modifying reservations and maintaining scope i "
IAM |AM User has access key(s) that needs |Amazon Users have access keys that have not been 14
Security AWS Best Practices rotation rotated in 90 days A
Security IAM IAM User has access key(s) that are not |Amazon Users have access keys that have not been :
& & T
being used used in 60 days .
Identify and Terminate EBS Identify and Terminate Zombie When an EBS Volume has been unattached for 1 I
Zombie Volumes Volumes weeks t
Operations Identify and Delete Old Ic
EC2 Identify and Delete Old Snapshots When an EBS Snapshot is older than 6 months
Snapshots e
Large Number of EC2 Large Number of EC2 Security Group  |An Amazon EC2-VPC instance has more than 50 ‘j
EC2 AND le
Performan Security Group Rules Rules Applied to an Instance security group rules. .
Volume Rightsizing EBS Volume Underutilized EBS Volumes Aver age.f.hlouqllput % is less than 20 percent for at N
least 7 days W
. . S
Tag Compliance Amazon Assets  |Untagged Asset is untagged y
Asset
: Checking for complaiance to Config When any resopdrce is out of compliance with AWS ic
Nonconforming Assets EC2 Rules Config Rule [ )
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= GDPR, HIPAA & T2 AEZC0|AHA 8= Policy0l| Y

QT? . DSS
S HIPAA s COMPLIANT
% COMPLIANCE
|
GDPR (HOIHEEHSHH / EV) HIPAA (0|2 QEXMEHH S ) PCI DSS (A 87IEYA HIO|HECt7|F)

ISO 27001
ISMS

Design and
Implementation

FedRAMP
ISMS (2= AHATEE Fuus ARHA A5 AICPA SOC FedRAMP (O] 2 QIeb =
CEEREEIECE) % 9l olEpra] =2 )

@ CIS Benchmarks”

CIS (Ol= 87T 7|=s9 L)
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Monitoring & Action

= AA|ZF Detection 7|42 2 XS 3}=l Prevent & Correct Z Q2

« Slack and Email Notifications

Dashboard « Sending requests to external application

» Running Operational Runlists (Scripts)

Alerting/Notification
» Retrieving and analyzing metrics data

Escalation - Start/Stop instances

: « Change (downsize) instances
Auto/Manual Audit ge ( )
 Add/Terminate/Delete resources
Whitelist « Migrate between storage classes

« Scaling Server Arrays
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Speed, Agility

- SERsHH|E X[Z o, AX|
(Cloud Spend Wasted)

- SO 2EEH=EAHE 28 F

(Cloud Resources Underutilized)

el

o ASSE AR EHA Z2MA A
(Automated Governance)

Cost & Resource XA 3}
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