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Where will workloads run?
ZX: Forbes Research (Jan. 2018)
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The world’s largest DDoS attack
took GitHub offline for fewer than
10 minutes

Biggest DDoS Attack Ever Recorded

Jon Russell @jonrussell / Mar 2, 2018 .
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LILY HAY NEWMAN SECURITY D3.01.18 11:01 AM

GITHUB SURVIVED THE BIGGEST
DDOS ATTACK EVER RECORDED - | -------

valid II‘I key
change API Key? <¥/n>: ¥
an.io API Key:

n:
[~] Restarting F 11 f rm! P ease wait '
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Home = Web Security = Memcached-fueled 1.3 Thps attacks

MEMCACHED-FUELED 1.3 TBPS ATTACKS 00008000

D
/ }
v \\ D
iyer j: me.Acached reflection. This

k seen to date by Akamai, more than twice the size of the SEPT (: 5 \acks e ' nd possibly the largest DDoS
thi'%s d a.

By Akamai SIRT Alerts March 1, 2018 7:54 AM

. publicly disclosed. Because of memcached reflection capabilities, it is higm\.'\lil-.. \V
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Outbound traffic returned thro Clean traffic delivered t @
ugh normal upstream ISP hrough GRE tunnels

Data Center

»
Outbound Traffic
Inbound Traffic /\/\%\
(59—t
Routes propagated to al \ /
| scrubbing centers and @ !

advertised to Internet
Clean traffic backhauled o
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Search anywhere....

TRAFFIC: HITS/SEC.:

18% Above Average 17,260,250

PAGE VIEWS/MIN.:

58,311,018

CIOSummity,,

O = 0

Showing cities with hits/sec of:
11 59,832
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‘ Search anywhere ‘ ATTACKS: ATTACKS/HOUR: PEAK ATTACKS:

23% Above Average 26,638,31 6 75,1 75,407
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SecurityMonitor_Portal ~

Data for last : | 2 hours

L [~ 08/16/2018 114T:04KST P v S

4 A X |2

Overview Application Layer Risk Scoring Individual Rules Network Controls Rate Controls Reputation Slow Post BOT Activity Request Constraints
Data for Aug 16, 09:45 - Aug 16, 11:44 KST
2k
1k
Ok 09:50 10:00 10:10 10:20 10:30 10:40 10:50 11:00 1110 11:20 11:30 11:40
Detected (134,515) — Mitigated (369) -~ Total (134,884)
12:00 15:00 18:00 21:00 16. Aug 03:00 06:00 02:00 DT
[+
STATS BY MESSAGE ~ [l | | 3 STATS BY CLIENTIP ~
MESSAGE DETECTED MITIGATED TOTAL CLIENT IP DETECTED MITIGATED TOTAL
LOIC 1.1 client detected 34,182 0 34,182 as[s. 119 7,789 0 7,789
Request Indicates an automated program explored the site a- 27,849 0 27,849 : 7,363 0 7,363
Web Scrapers (Low Threat) 16,761 0 16,761 7,246 0 7,246
‘Web Scrapers (High Threat) 16,569 0 16,569 6,793 0 6,793
HTTP 1.0 request without cookies - HOIC? 14,344 0 14,344 6,678 0 6,678
Request Missing / blank User-Agent and Accept Headers 11,831 0 11,931 5,100 0 5,100
IP 35.154.188.119 recently having excessive SUMMARY q... 7,789 0 7,789 4,247 0 4,247
STATS BY COUNTRY ~ STATS BY URLPATH ~
COUNTRY DETECTED MITIGATED TOTAL URL PATH DETECTED MITIGATED TOTAL
USA 101,003 361 101,364 /nmrws/services/RealtimeReports 27,742 0 27,742
India 8178 0 8,178 /nmrws/services/HttpDownloadsReportService 23,467 0 23,467
Canada 7,857 0 7,857 /nmrws/services/MonitorTrafficManagement 21,911 0 21,911
United Kingdom 4 965 0 4,965 Jwebservices/services/PublishECCU 11,484 0 11,484
Japan 308 0 3,018 /nmrws/services/SiteDeliveryReportService 8,249 0 8,243
Singapore 2624 0 2,624 fids-authn-login/v1/verification/ 7,789 0 7,789
China 1,027 0 1,027 /fastfeedback/getTraffic.aspx 3,440 1] 3,440

E

GH R=ojoj(3)



Client Reputation Details

Show Activity of IP Address: 3;_233__ Go Amazon_Technologies_inc. | _m 8= s /ASHBURN City Add to whitelist
Reputation Activity for Last 30 Days Web Scrapers
Detected Attacks Summary
33 Hosts 3 Domains 1 Industry Sectors 2 Countries 2 Customers
VIEW MORE VIEW MORE
Scored Events
Time Category Before After Actlon
08/15/2018 - 09:00:00 PM Web Scrapers 10 10 Client sent 87 scraping requests using a suspicious user agent across 16 different applications
08/15/2018 - 05:00:00 PM Web Scrapers 10 10 Client sent 63 scraping requests using a suspicious user agent across 14 different applications
08/15/2018 - 04:00:00 PM Web Scrapers 10 10 Client sent 64 scraping requests using a suspicious user agent across 14 different applications
08/15/2018 - 07:55:00 AM Web Scrapers 10 10 Client sent 72 scraping requests using a suspicious user agent across 16 different applications
08/15/2018 - 06:55:00 AM Web Scrapers 10 10 Client sent 1040 scraping reguests using a suspicious user agent across 14 different applications
08/15/2018 - 05:55:00 AM Web Scrapers 10 10 Client sent B9 scraping requests using a suspicious user agent across 18 different applications
08/15/2018 - 04:55:00 AM Web Scrapers 10 10 Client sent 435 scraping requests using a suspicious user agent across 14 different applications
08/15/2018 - 03:50:00 AM Web Scrapers 10 10 Client sent 81 scraping requests using a suspicious user agent across 13 different applications
08/14/2018 - 01:10:00 PM Web Scrapers 10 10 Client sent 173 scraping requests using a suspicious user agent across 8 different applications
08/13/2018 - 10:00:00 PM Web Scrapers 10 10 Client sent 110 scraping requests using a suspicious user agent across 14 different applications
Items: 258 1 2 3 4 5 6 26 > tems Per Page: 10 25 50
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Monolithic Architecture MSA(Microservices Architecture)
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Desktop Client

Mobile Client

Catalog Service

Review Service

Catalog Service
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API Gateway
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Akamai Technologies

1L E_I. 2018 | 65.3 Tops
2017 | 61.3Tbps |

O 240,000+ A{H
O 3,900+ 2| | 2016 | 41.0Tbps |
9 1300&2 2015 | 33.6 Tops ,
O 13727
O 74us
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Akamai Technologies

TOP 2| MX] 7| &o] 2fet F7}

Gartner Garner Named a LEADER in
O}7}o}o| . HlutsiH 2| Gartner’s Magic Quadrant for Web Application Firewalls, Q4 2017

Named a LEADER in:
FORRESTER
FO rre Ste r " — The Forrester Wave™: Web Application Firewalls, Q2 2018
Sl HFS = e L .
otztoto] : HYSHH/CIEL/R ZOFIM BIT. 146 Forrester Wave™: DDos Mitigation Solutions, Q4 2017
— The Forrester New Wave™: Bot Management, Q3 2018

Frost & Sullivan FROST & SULLIVAN MARKET LEADERSHIP AWARD for:
— 2018 Global Holistic Web Protection
— 2018 Global Bot Risk Management

of7tojol : 2 ¢ 22| 2|

Akamai has had the strongest and broadest Edge Secu rity offe ring for quite some time...
—Source: IDC, Akamai: Cloud Content Delivery and Security Services Vendor Profile, #EMEA44060518, July 2018
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